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KDD

Feature name Type Description 

1. duration 
continuous length (number of seconds) of the 

connection 
2. protocol_type discrete type of the protocol, e.g. tcp, udp, etc. 

3. service 
discrete network service on the destination, e.g., 

http, telnet, etc. 

4. src_bytes 
continuous number of data bytes from source to 

destination 

5. dst_bytes 
continuous number of data bytes from destination 

to source 
6. flag discrete normal or error status of the connection 

7. land 
discrete 1 if connection is from/to the same 

host/port; 0 otherwise 
8. wrong_fragment continuous number of ``wrong'' fragments 
9. urgent continuous number of urgent packets 
10. hot continuous number of ``hot'' indicators 

11. num_failed_logins continuous number of failed login attempts 
12. logged_in discrete 1 if successfully logged in; 0 otherwise 
13. num_compromised continuous number of ``compromised'' conditions 
14. root_shell discrete 1 if root shell is obtained; 0 otherwise 

15. su_attempted 
discrete 1 if ``su root'' command attempted; 0 

otherwise 
16. num_root continuous number of ``root'' accesses 
17. num_file_creations continuous number of file creation operations 

18. num_shells continuous number of shell prompts 

19. num_access_files 
continuous number of operations on access control 

files 

20. num_outbound_cmds 
continuous number of outbound commands in an 

ftp session 

21. is_hot_login 
discrete 1 if the login belongs to the ``hot'' list; 0 

otherwise 

22. is_guest_login 
 1 if the login is a ``guest''login; 0 

otherwise 

23. count 
continuous number of connections to the same host 

as the current connection in the past two 
seconds 

24. serror_rate 
continuous % of connections that have ``SYN'' 

errors 

25. rerror_rate 
continuous % of connections that have ``REJ'' 

errors 
26. same_srv_rate continuous % of connections to the same service 

27. diff_srv_rate continuous % of connections to different services 

28. srv_count 
continuous number of connections to the same 

service as the current connection in the 
past two seconds 

29. srv_serror_rate 
continuous % of connections that have ``SYN'' 

errors 

30. srv_rerror_rate 
continuous % of connections that have ``REJ'' 

errors 

31. srv_diff_host_rate continuous % of connections to different hosts 
32. dst_host_count continuous count for destination host 

33. dst_host_srv_count continuous srv_count for destination host 
34. dst_host_same_srv_rate continuous same_srv_rate for destination host 

35. dst_host_diff_srv_rate continuous diff_srv_rate for destination host 

36. dst_host_same_src_port_rate continuous same_src_port_rate for destination host 

37. dst_host_diff_host_rate continuous diff_host_rate for destination host 

38. dst_host_serror_rate continuous serror_rate for destination host 

39. dst_host_srv_serror_rate continuous srv_serror_rate for destination host 



  

 

 

40. dst_host_rerror_rate continuous rerror_rate for destination host 
41. dst_host_srv_rerror_rate continuous srv_serror_rate for destination host 



  

 

 

Abstract

An intrusion detection system's main goal is to classify activities of 

a system into two major categories: normal and suspicious 

(intrusive) activities. Intrusion detection systems usually specify the 

type of attack or classify activities in some specific groups.  The 

objective of this thesis is to incorporate several soft computing 

techniques into the classifying system to detect and classify 

intrusions from normal behaviors based on the attack type in a 

computer network. Among the several soft computing paradigms, 

neuro-fuzzy networks, fuzzy inference approach and genetic 

algorithms are investigated in this work. A set of parallel neuro-

fuzzy classifiers are used to do an initial classification. The fuzzy 

inference system would then be based on the outputs of neuro fuzzy 

classifiers, making final decision of whether the current activity is 

normal or intrusive. Finally, in order to attain the best result, genetic 

algorithm optimizes the structure of our fuzzy decision engine. The 

experiments and evaluations of the proposed method were 

performed with the KDD Cup 99 intrusion detection dataset. This 

thesis shows that our proposed method can be effective in intrusion 

detection compared with similar models. 


